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A REAL-TIME INVENTORY SYSTEM FOR SPECIAL NUCLEAR MATERIAL

Thomas H. Kuckertz, C. Dwayne Ethridge, and Nicholas Nicholson
Los Alamos Scientific Laboratory
Los Alamos, NI 87545

ABSTRACT

Because of the damage that could occur if special nuclear mataerial (SNM)
fell into the wrong hands, it is very desirable that all such material be sub-
ject to strict access and security controls. This paper describes a special
purpose peripheral device for a minicomputer that can monitor SNM in vault
storage in real time and give timely indication of any tampering with the ma-
terial. This device, called a shelf monitor, is designed around a single-chip
microcomputer, and can be manufactured in quantity for about $100. A typical
system of shelf monitors controlled by a minicomputer 1s described. -The mini-
computer is used to acquire data associated with the weight and gamma activity
of the sample of SNM under observation. Significant deviations in the weight
and gamma activity are cause for a tampering alarm.



Introduction

Special nuclear material (SNM) in long-lerm storaga in a vault is an at-
tractive target for a diverter. Physical inventories are taken periodically
hi:t, if access can be obtained, material may be token without timely datvction,
To provide a back-up For access control and to reduce or eliminate tha nred
for inventories, a special purpose periphoral device, which can interface in
large numbers to most minicomputers now marketed, has been dasigned to monitor
cans of SNM in storage. These devices, called shelf monitors, continuously
observe both the weight of and the gamma radiation coming from a can of SKA
placed on them. Any significant change in either the weight of the can or its
gamma count rate will cause timely detection of tampering with the material.
While the number of shelf monitors that can be interfaced to a typical mini-
computer system is practically unlimited, a typical system would contain ap
proximately 1000 shelf mcnitors. Each shelf monitor possesses a certain amount
of intelligence, which is based on an Intel 8748 microcomputer; however, a
minicomputer, Data General Nova 3, is required to control a system of monitors.
The minicomputer acquires weight and gamma data from each shelf monitor in the
system. These data are compared te previcusly acquired data for each shelf
monitor with any significant deviation causing an alarm.

Description cf a Shelf Monitor

Each shelf monitor is a smart device whose intellignce is provided by an
Intel 8748 microcomputer. Because any practical shelf monitor system requires
large numbers of shelf monitors, a primary design consideration was that of
low cost. Two other considerations were sensing the weight of the can and
sensing the amount of gamma radiation emanating from the can. It is not nec-
essary that either sensor provide calibrated data in engineering units; hov-
ever, each sensor must provide data that are indicative of weight or gamna ra-
diation and ' stable for hours 7t 2 time, because knowledge of changes in
veight or gamma radiation is of primary importance rather than actual accurate
values for thesr quantities.

It quickly became clear that a minicomputer system would be unable to con-
trol a system of sholf monitors if the minicomputer had to monitor the gairaa
end scale information associated with a can of SNM in its raw form. Huowovor,
if the raw daica could be processed in the shelf monitor and sent to the



minicomputer wher requested, large numbers of shelf monitors could he con-
trollad by a minicompaler system. A microcemputer system was 2 1ngical chnice
to perform this data processing and contro’ funclion, except that those on the
market, when the shalf moanitor ideas were first conceived, required many sup-
port chips that would have driven the cost of a finishad shelf monitor to va-
acceptable levels. Then Intel introduced the 8048 microcomputer fanily, which
provided for an entire microcomputer system on a single chip. The 8748 meaber
of thi. family was chosen to be us«2d in the early shelf monitors because its
on-board read-only memory consisted of EPROM, which could be erased and repro-
grammed if the need arose. The 8748 contains the following featurcs that en-
abled the develcpment of the shelf monitor:

64 bytes of read/write memory

1024 bytes of program (EPROM) mecmory

Event counter

External interrupt

24 1ines for input and output cf digital information.
A1l this is contained on a single chip that requires a single 5-V power supply.
The latest revision of the shelf monitor requires components costing ahout $GO.
It is beiieved that these shelf ronitors can be made in quantity for less than
$100 each.

The veight sensor of a shel monitor is a variagble capacitor wiose capaci-
tance 1s dependent upon the weight of a can of SNM that might he placed on it.
This capacitor is part of an oscillater circuit whose frequency is depeadani
upon the weight of an object placed upon the capacitor. The eveni counter,
which is an integral part of the Intel 8748 microcomputer, is used to count
each pulse coming out of this oscillator. This is shoim schematically in Fig.
1. ‘Tesis have shown that the frequency stability of tnis oscillator over a
24-h period is usually better than '3 Hz. The car of SNM sitting on a menitor
is also eleclrically coupled to the capacitor; thus, even touching the can
will cause a significent change in the frequency of tha scale oscillator. The
event counter of the 8748 consists of 8 hits and thus "rolls over" every 256
counts. Each such roll over causecs a 16-bit software counter in the 8748 Lo
be incremented. This allows the high order bits of the scale count Lo be saved
in addition to freeing the 8748 CPU of the responsibility for responding to
cvery scale pulse.



A Geiger-Miller (GM) tuba is used to count gammé rays enanating from the
can of ShM. Thie tube is aparopriately shielded sl is collhisated so that the
tube "sees" only gammx radiation from the can directly above it and the gaama
count rate is restricted to low values so that the tube lifetime will be at
least 3 to 5 yr of continuous operation. The voltag2 pulses coming from the
G tubes are conditioned so they meet TTL specifications and are then used to
drive the external interrupt of the 8748. Thus, the gamma pulses are counted
entirely in a 15-bit software counter. This is possihle because of the rela-
tively low count rates ( ~200 counts/s) seen by the GM tube as opposed to the
scale frequency, which centers at 35 000 counts/s. It should be noted that
the gamma activity seen by the GM tube is not sufficient to detect some kinds
of tampering. This is because the bottom few centimeters of SNM in a can ef-
fectively chield the material at the top of the can from the GM tube. Thus,
both Lhe scale and gamma sensors are required to give protection in dspth to
the S, _

Shelf monitors in a system communicate with their minicomputer controller
over a serial bus structure consisting of a ccmmand bus and a response bus.
This structure is shown in Fig. 1. As many as 223 shelf monitors can be at-
tached to « single bus structure. Both the command and response buses carry
data in bit serial fashion. Line drivers and receivers for the huses were
chezen so Lhal » Targe nuwiser of devices could be abltached to Lhe bases vith-
out degrading the electrical performance of the buses. The data conveyed on
the command bus in bit serial Format have the same information content and
timing as would the Receive Data signal of a full-duplex, asynchronous EJA
R232C interface; hovever, the electrical levels of the two are different.
Likewisc, the data on the response bus correspend to the Transmit Data signal
in an EIA RS5232C interface. The command and response buses are connected to a
receiver/driver network shown in Fig. 2 that converts the signals on the com-
mand and response huses to the clectrical levels of the RS232C interface spoeci-
ficatian. Thus, a string of shelf monitors can comnunicate with any minicom-
puter with an RS232C interface directly or over telephonc lines from a remnte
site using modeins, The shelf monitors are designed to comnunicaie with the
buses at onc of two possihle baud rates, 2400 or 9600, although other rates
are possible,



A system of sha2lf monitoss is conivalicd Ly dispatching an S-hil ceraand
on its comnand bus and than recding ti response Lhat oconrs on Lha rassees
bus. There exists 256 differcent possibie ccownznds that cen be lraasmittad on
the command bus. Each command transmittad cn the command bus is read by eoch
shelf monitor on the bus and, if the commanc pertains to tho shelf monitor,
the shelf monitor performs the activity specified by the comnand. Certain
comnands are executed by all shelf monitors on a string; these commands are
called broadcast commands. The remaining cecminands are addressed to a single
shelf monitor, which then responds by transmitting its scale and gamma infor-
mation to the minicomputer. These commands are called device-specific com-
mands because a single shelf monitor will execute them. Tih:. ontire command
space is described in Table I.

There are 10 different broadcast commands. The two most important of
these commands are (1) reset counters and start counting, and (?) stop count-
ing and hold counts. The first of these commands is used to start a data-
acquisition cycle, while the second command is used to save the acquired data
until each shelf monitor can be read with a device-specific command. The com-
mand and response buses each consist of two serial buses called bus A and bus
B. Ncrmally, both of these buses are enzhied and identical data arc trans-
mitted in paralled over each bus. If a malfunction occurs in one but not both,
tha enahle busy commands can be usrd te isnlate the had bus without degradipe
the performance of the shelf monitor system. Certain diagnostic broadcast
commands are used to verify the proper operation of eact shelf monitor in the
system. These are preset comnands that allow the minicomputer to preset the
counters in each shelf monitor to one of four possible hexadecimal counts:

00, AA, 55, and FF. There is an additional broadcast command that aliows the
counters to be incremented by the minicomputer.

While there are many different broadcas'. commands, there is only one type
of device-specific comnand. This type of cemmand is basically a command to
read the information stored in a particular shelf monitor into the minicom-
puter. Each shelf monitor is equipped with a hardware switch register of 8
bits motnted in a dual-in-l1ine package. The switch settings deotermine unigue-
ly the address of the shelf monitor. OCnly those addresses Ffrom 1 through 223
are valid. When any command comas down the command bus, each monitor on the



hus oxazines the casgand, 17 0L is @ hroadeast covran!, Lhe whinlf ponitos e
coules dt. I7 the covaan! is idonticel ta Lhe sheli monit.y addeoess, th

sheli monitor transmils o 6-byte response on the rospono bus, 1T Lhe comasnd
is nol a broadoast comaard end i is nol idealical to the address of the shoif
mitor, The comal is ignored.

Vheto @ <held monitor is adidressea by an 8-bit cominand orn the comiand bus,
it responds with 6 hytes of dala on the response bus. The first byte is Lhe
address of the shelf monitor (an echo of the comme J received from the command
bus). The second and Lhird bytes contain a 16-bit scale count, while the
fourth and fifth bytes contain a 16-bit gamnma count. The sixth byto contains
a2 check sum so that all bytes of the responso including the check sum total
254, The check sum is used to detect errors in data transmission on the re-
soonse bus.

Description of a Timor Monitor

In order for a comparison of the most recently read data points viith
proviously read data points, tha data must be in a fForm that is indepondent of
the counting time. A1l data comparisons are made in units of count rates.

Thi: connl rates are calculated by dividira the scale and gamma counts by the
time tha shelf monitors had bean counting. The minicomputer's knowledge of
th> counling timr, in tho case of a Nova 3 using the reol-time disk aperating
syshoin (RJS), could Be in crrror by as much as 0.1 s for counl Eimes o the
order of 5 s. The scale frequencies are stable with considerably greuater pre-
cision than Lhal of Lihis count Lime. Thus, a more accurale conpt bime wogled
yicld higher accuracy scale count rates and to som> exlent gamma count rates.
To solve this problem, a special shelf monitor was designed Lo measure the
time belweon resel and start counting and hold countis commands. This menilor
is called o timow monitor.

A single timer monitor resides on a comaand bus that containg as moany as
7?3 adlitional shell monilors. This timer monitor responds to a dovice-
specific caivand 0. When this cosmand is transmitled on the command bos, the
Limar monitor responds vith a 6-byte response in the same marner as a sholf
woniler, cexcept thet byleos 2 theough 5 of the resporse contain a 32-bit cound,
vhici had been dviven by an accurate 17.430-kliz oscillalor.  The timer pro-

vides a precise counling time Lhal is used Fo calculate seale and gaima counl
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fatos. The bioee alsa provids o f-hyt o v s Lo o Do be il e
Thus, overy command sen' on tie s e ] bao sbaid peoagals o L-tyle posnas
from eithes g shield wonitor o U Liiner ponitar, The response 1o a broad -
comnaned by the timos is as follms:

1. Byto 1 - pcho of broadcast comaand recoivadl,

2. BDytes 72 B - contents of 32-hit timor regicter alter executing Lhe

broadrast conmnand.

3. Byte 6 - check sum.
Typical Shell Honitor System

A typical shelf monitor systein is shown in Fig. ?. This system will mon-
itor as many as 892 cans of SN in a vault using a Dalks Gonerai Hova 3 mini-
computer. The 892 shelf moniters are apportioned equally to four sets of con-
mznd/response buses that are dvivon by Towr RS232C intarfaces of the flose 3.
Hote that four timer monitors are also part of this system, It should also be
noted that cach of the four strings of 273 sho1f monilors could b in a dif-
ferent vault at remote sites with modoms between the RS?232C interfeces and the
receiver/diriver circuiiry thal converts RS2320 siygnals lo/ron those vsad on
Lhe connand and response buses.

The minicnipnter controiling Lt pritire shell monitor system is a Dala
General Nova 3, although any minicompuler with Tour RS?32C interfaces could
have been uend.  The Tollowing neriphervae? devices avo abLack ! To Fhn Noeew 5

GA-k word memory

Versates 1200A printer/plotter
9-Lrack Lape d-ive

10-kbyte moving head disk,

IL is bolicved that this configi "ation is neer minimal fur the nunber of
shelf monitors showm in Fig. 2. The successful opovalion of this system ro-
quired a significant soflware davelopment offort for that soltware residing in
each shelf monitor and Lhe conlt=olling softy e, which resides in Lhe Nova 2.
Tha Nova 3 computer syslem shivn in Fig. ? was usad Lo develn; the ilova 3 res-
ident soflware, while the 8748 residenl softvare was developed on an Tatel
microconnuter usvelopmen! sysisim,



Gistriluled Softewarc:

Hhila most of 'io iakalligenge of B oaysbe resido s Do 2 Rave 3 cer-
Sidocahls indelliya~e rasides in egch oh-'T woniter,  The., “icd-ihuted <oft-
vare s used to conteol and ecquire datve 7o this sysiem, The oxecative ve-
ciding in each sh21V monitor was wreitlen o Inlol MES 8053 ~.iuehily languaen
whose macro=-expansict facilily wvas used h-evily. The Kova D cerleol prograns
wore written mostly in FORTRA:! IV with the exception of the RS$?320 interface
drivors, and are subordinate to the Data General RDOS. The R5232C drivers
vore written in Nove 2 macro-assembly langiuage,

Shelf Monitor Execitive

An cvent-driven oxecutive resides in eacn shelf monitor. The events that
d-ive the executive ecc power-up, event counter/timer overtlow, and external
intarrupt. When the power is first turned-on or restored, thn oxecutive ini-
tializes the coun'vrs to known, very lary»>, valu2s and puts the counter in a
hold econdition. The executive then gnes inko a wait loop that examines every
coimaand that conns dozp the command bus. I 2 received command is a.broadceﬂt
ci-miend, il ois exoccnbedd: otherwise the crvaat is compared tn the address of
v sielr monitee. Yhen hoth are identize:, the shelf mopitor responds yith

. G=hyte resnunas Joieribed previousiy. In the case of the timer monitor, a
{-hyte respouse is mae to all global corsands. The event couilors and extoi-

£y [ v

intapeepls o ot Ul by oapproneiat Leoclnorhoeeviast Do cAendued,
¥henever o ganuaz pulse occurs and interrupts have been enailed, en inter-
rnboie requestod on the extoraal dntercupt dinput to the 8743, The executive
worvices this interrupt by incrementing a 1€-bit software cnuni-r where the
nemina counts are kept. Whenever a scale pulse occurs and the counter has been
rnabled, the event counter is incremente.l. An interrupt is requested whenever
Lhis 8-bit counter ovrrilows. The executive services this inlercupt by incre-
mentling a 16-bit software courter. Wheraver a scale and gamma intarrupt occns
«imiltancously, the gamna interrupt is serviced first while the scale inter-
rupt is latched to pievent its being lest. The executive now uses 25 bytes of
read/write mamnory and 409 bytes of read-only momory.
Bnva 3 Resident Sollva

The ilova 3 minicorpuler has respuasibility for controlling the entire
sysiom of shalf monitors. In order to reduce the complexity of the conirel



progeant, which is resident in Lo Rova 70 s0omoav coeben? o’ dnpaifou! o -
Livities as pascil-le g-e posfore sl by Ve Dais Goner 1 2005, Ter T b7 e
perford -t by RDAZE e tue -

1. Schedaling of all activiiies (tozks),

?. Gross timing of sholf monites coanling.

3. Transferr of al! data to/from evternal deviees. Ti-on Funclicn oo e

all perforued using system calis to RDOS.

The shelf monitm system control p:rugram does the fellering in sunpnch of
the shelf monitor syslen:

1. Carries on @ man/machine dialogur to configuro the shelf moritr: sys-

tem.

2. Performs the routine acquisition of dota from oach shelf monitor ip

the systeam.

3. Processes acquired data to doktoct any tampe: inq «ith SNH under sur-

veillance.

4, Issues messey-s describing systsa exceptions tr 4 irman oporato -,

System start vp first reoqiires the biaistrapping o RS, The eppti. . -
tions program that nporzies the sheif mrit-r systen is Lhen run. The opp'i-
cotions progran acq:!ives tho feliowirg “* " -;2tion froas 1he hurcan operatos by
vey of a man/machine dialogue:

Tetentity of enmh RS2320 dnlerfans 2ith ghaolf peni?
ldentity of each shelf monitor associated wilh an v ¥2a%0 interfacr.

Vhen a system is running, a rvoutin- manpitoring socqgn.soo is perforeasd
cvery 5 to 80 s, depesding on the nuinb-: o monilors in “50 system. The :ou-
iine monitoring seyunaca consists of tha fnlloving:

1. Issue resel and counl command.

Ny

. Wait for response.

. Wait Tor a nominal counting tim. (5 s).
. Issue hold counts coaraand.

Wait for a response.

Issue comm:na to read timer meritor,

Haii for response.

Iss.ao caurnznd Lo vcad shelf moricer,

VO D NOY O AW
.

. Hait for response.



10, Calenato s=ali aad gqum=a rates gaing Lime [ren e,
K v

Qreud alasm mennage 00 ealealale ! seale oo gecar veles devial s 4 in-
nificantly from ovarags scale and ayerags gemas ralos,

17, Calculat: approximale nev averans scale an ge it veies usning poesent

scalc and gamar raies and old averags ratos,
Steps 8 through 11 are repeated until all shoif monitor< en a single Tine have
been rcad and their data processed. Al11 RS232C lines in thr system are ser-
viced as described above.

Whenever a command is sent to a string of shelf mnnitors, the command
dispatch sequence is executed. Becausc every command should provoke a 6-byte
response, the command dispatch sequence is identical for all commands regard-
less of type, broadcast or device specific. A 6-byte response consists of
the first byte, which is merely an echo of the command dispatched, bytes 2
through 5, which contain timer or gamma and scale information, and byte 6,
which contains a check sum that forces the low-order 8 hits of a sum of the 6
bytes to equal 254.

A variety of error conditions can occur in the system response to a dis-
patched command as follows:

I/0 esror detected by RGOS

No response received

First byte not ithe same as comaand dispatched

Bytes 2 through 5 contain power-up default data counts

The 1ow-order 8 hits of the suim ¢f all 6 byles do2s rot equal 254.

Every response 7rom a dispatched command is examined for all of the above
possinle error conditions. If an error is detected, an error mossage describ-
ing the cundition is queued. Additionally, an appropriate comamand dispatch
sequence is executed until all lost data are recovered orror free. If the
Tost data cannol be recovernd after a specified number of ursuccessful re-
tries, the defoclive device (RS232C interface and/or shelf monitor) is sent no
more commands appropriate to it.

A past history of each shelf monitor must he saved it current scale and
gazna rales are to yicld passible zlarm information. It is known that tho
scale and aamma rates may drifl significantly over jong paviods {days and
woeks), thus it was decided thalt ar avcrage count vate consisting of the last

.10 -



100 poinis read wvould be used as th- bLasis for tie doltection of L.apesing, At
Teast 175 000 16-hit words of storage would be required to save the me b oro-
cent 100 goamna and scale readings of 85? monitor sysiems, and corsideraile
computation time would bo required to compule the average counl rebes each
time a new data point was acquirea. Thus, all averages are calcirlaicd nsing
an approximation to the true average described as follows:

R = (1/n)P + [(n-1)/n]A, . (1)

A
n
to the average, and n is the number of points in the new avera:;e. By using
this approximation, the only data that need to he saved for each sheli monitor
are average gamma count rate and average scale rate. These are :opt as float-

is the new average, A, is the old average, P is the point being added

ing point quantities. An additional 1liu-bit status word is associated with
each shelf monitor. This status word tells the application program whether or
not the monitor is operative or in use. The status word also contains initial
timing sequence information and how many points are in the average count rates.
It is possible to configure the syvsiem before the cans of SNM are put on each
monitor. The init:.al timing sequence is a time period wherein ro data are
acquired from the monitor in the sequence. This permits a time delay between
entry into Lhe system of a sholf monilor and the acquisition of data from it,
Thic time delay is variable but is usually less than 10 min. When a shelf
monitor is First placed in service, the first scale and gamma rates read are
all that is known about the monitor. While it is desirable to usc 100 points
as the basis of the approximite average calculation, the average will require
the acquisition of at ieast 100 points for it to converge to a value that can
be used to trigger alarms. Thr2e bits in the status word are roeserved for in-
dicating the number of points in the old average count rates. The range of
values indicating the number of points is 0 through 7. Each tim>» a point is
added to the average count rates associated with the snelf monitor, the nuaher
of prints is incremented and its new value is used in calculating the averago
court rates according to Eq. (1). Upon reaching th. value 7, the nushor of
pornts is assumed to be 100 for the purpose of performing the calculations in
Eq. (1) and is incremented no further.

- 11 -



An 2lara is to he giver 0if a siqguificant foyioticn (roa avereg. scols oo
aanaa count rate- js detectad, Tho scale frequ-aneyr is sulficiently stable
that a deviation of '3 counls/s is considered significanl. The gama alaris
proved more difficult to calculate, It was finally decided that garma devia-
tions greater than 3.5 to 4.0 <tandard dr:viations from the average count rate
wore significant. Calculating the standard deviation for the most recent 100
gazna points is concentually vasy; however, the last 100 points would have to
be saved and great computalional effort would have to be expended for each de-
viation calculated. If the gamna points are assumed to have a Pnisson distri-
hution, the standard deviation of the gamma rate can be calculated using only

knowledge of the average gamma rate and the average counting time.

(2)

Q
n
o)
ol

o is the standard cdeviation, Ga is the average gamna count rate, and Tc
is the counting time. 7. is normally chosen to be the noninal count time
used by RDOS to time a counting period.

Messages are occasionally sent to the operator to advise him of abnormal
conditions of various kinds occurring in the system. A1l such messages are
pnlaced in a queue to be printed at a time during which the comput. is waiting
for an input/output operation or a count operation to be finiched. The obJec-
tive here is to not delay the routine counting activities when a group of mes-
sages stack up. It is possible that an authorized individual may remove a can
of SNM from the vault and then notify the shelf monitor system of the trans-
action. Tampering messages are qucued subject to a time delay bhefore they are
actually printed. Thus, if the shelf monitor system gains knowledge of the
transaction within a reasonably short time period of the transaction, it can
dequeuc any tampering messages associated with the con of SNM. The message
qucue is examined every 2 s for ready messages.

Nova 3 Task Structure
Six tasks perform the abovc described functions. A11 tasks are written
in FORTRAN IV and use its task monitor for thair scheduling. Task MONCHK 1s

- 1?2 -



active whon the sholf monitor svilem e b’ progest TIrst slasis exeni fng,
This Las% porforms Lhe following functice o It receives infovmation Frop o
Eaman operelor on the oprwrat toral stetue o7 sl v chelfl moniter Lo e wal-h oo,
It then creates the remoining basks and, i Zusived, princs pericdic reports
aiving the status of cach monitor that is a<%ive in the systen,  MOUCHX hax
Lhe hinhast priority of tl.2 six Lasks.
Task RDACK reads and checks all shelid ;-:nitors in Lhe systow as follovs:

Dispaiches all commands to the R>32.2L interfaces

Checks for errors in responses to crmmands

Calculates gamma and scale rates from data read from monitors

Checks for alarms

Calculates the approxiiate averags r~ount rates.
This task executes as often as it can to acquire the count rate data it noods
to check for alarms. This task is iale wher it is waiting for a response to a
cormand or is waiting for a counting time pz-iod to end. During these idle
periods, the other tasks are active if their execution is desired.

Task TMTT is used to time the puriold r2auired For a respons~ to a command
dispatched by RDACK. If no response is recrived in 4 s, task RDACK is noti-
Fied that the command producad no responss, This tast cxecutes evory 0.5 s
with a very short execution time. Task TY7U na-iToras enolher timing funclion,
This task can effect a delay in the start of ralculation of the average scalc
end gaiide itelos after Lhe Lime L moniZor D0 Jnse idianbinicd wo Bhe sysbea.
The delay is approximately 5 to 10 min. This task cxecutes every 2 min with a
vary short execution time.

Task RMTT reads the 6-byte responsa tn cvery coznand senl to Ehe RS?3°C
interface. This task executes whan demandurd by task RDACK. The execution of
this task is timed by task TMTT., If this taszk takes too long to execnle, it
is terminated abnormally.

A1l messages te the operatrr are quoind sn that they can be printad with-
out delaying the data-acquisicion activities of task RDACK. Task MSGYR ox-

mines the mossage quoue cvery 2 s or as oft=n as possible, whichever is

longer for queued messagas. The massagas avz then printed and dequeucd.  Mos-
sages with a time delay have their delays up”2ted and remain queund.  Roviaally,
this task has a very short execution time b:zzuse the mossage queue is usually
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cply. Howover, Lhoeo i o0 o gy many 2% 250 e, in (0o qaene Al any
o Lime, The sobl of possithie pnseges conbaine B massagss Lha! haya similar
Fovuiebs ) vach of whiieh is ¢ Leagirined by Lthe contenl of tho 1 agos As many
as three numeric quantities can boe assnciated with a singlo mossage,
Conclusions .

This paper describes a special purpuse peripheiral device that when used
in large Jquantities, can monitor cans of SiM in sterage. Thase devices are
called shelf monitors and a system of such shelf monitors together with a
minicomputer controller can keecp a real-time inventory of the SNM and give
timely indication of tampering with the SNM. Because the shelf monitor- con-
tain a microcomputer, the intelligence of this system is distributed among
both a minicomputer and a large number of inexpensive shelf monitors,

The typical system described here has been operational since April 1,
1979, with a reduced number of shelf monitors operating in two vaults and one
test stand. This system required the considerable effort of the authors over
twe calendar years time. Enginecring time to design several different models
of the present shelf monitor required about 12 man-months of effort while the
sof tware executive required 6 man-months of effort. The software development
effort for the Nova 3 codes required 12 man-months of effort and the developed
cade occupies 18-K words of memory exclusive of RDOS, the operating system.
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TIR3LE !

SR PONTTOR SYSIEY coann - IS

Cormand Function Performo i+ Type
Hex  Dacimzi

00 0 Read timer mon:itor IN
01 ] Read shelf mcaitor with N3
Thru Thru address sama as comaand
DF 223
EC 224
Thru Thru Reserved for futuro use
F5 245
Fé 246 Incremant counters B
F7 247 Preset counters to AA B
F8 248 Preset counters to 5% B
F9 249 Preset counters tn QD b
FA 250 Preset courters to FF B
FB 251 Disehln bus Aferalnts Hir D L
FC 252 Disable bus B/2nm""a» b A B
FD 253 Continue counting B
FE 254 Hold presenl counts B
FF 255 Preset counters to 00 B

and start counting

NS - Device specific
B - Broadcast

*All numbers in this column are hexadecimzl.
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